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usually takes seconds to minutes but may be accelerated by gently warming the 
compound or by exposing it to nonactinic visible light. Because of their high 
reactivity, many photochromic compounds are subject to thermal and photochemi- 
cal degradation. This reduces their number of possible color conversions, which 
has limited their usefulness in the past. Modern photochromic security inks 
reportedly allow an indefinite number of color reversions. Examples are invisible 
to blue, yellow to green, orange to gray, and red to purple. The usual printing 
techniques are dry offset and letterpress. An example of the effect is given in 
Figure CD4.1. 

An interesting application of photochromic inks is its use as a copy-revealing 
feature. The original contains a design in purple. This color is readily con- 
verted under the intense illumination of the photocopier, resulting in a yellow 
design on the photocopy [2]. Photochromic effects can be used for write-once-read- 
many (WORM) data storage to create optical memory in secure documents [3]. Ref- 
erence is also made to Section 9.4.4 of [4] for further details on photochromic 
effects. 

4.2.1.2 Luminescence 

The collective term for the emission of light by substances that are relatively cool is 
luminescence (cold light). It is a reversible process that includes phenomena like the 
aurora borealis, fluorescence, phosphorescence (afterglow), and chemo- and biolu- 
minescence (firefly, glowworm). Fluorescence is the short-lived emission of light 1 
under actinic radiation; it ceases immediately (decay within about 10~ 8 seconds) once 
the excitation is interrupted. By contrast, phosphorescent matter will continue to 
glow for some time (decay time 10" 8 seconds to seconds or even hours) after cessa- 
tion of the exciting radiation. The practical value of luminescence is that invisible | 
radiation like ultraviolet can be converted into visible light or infrared. Inks, fibers, 
and planchets based on organic fluorescent substances are frequently used to pro- 
duce security elements. The luminescence of such elements is absent in white light 
but is revealed under actinic radiation, commonly a waveband around 365 nm. This # 
is referred to as longwave ultraviolet. 

Fluorescent compounds can be added to absorbing printing inks as well as to 
transparent carriers. In the latter case, the fluorescent printing is virtually invisible 
until irradiated with ultraviolet light. Samples of both types are given in Figure 4.1. y 
Often, bank note numbers and design elements are fluorescent. 

A drawback of fluorescent security features is that a multitude of organic 
luminescent compounds can be commercially obtained or can be synthesized 
using common optical brighteners. Fraudulent replication would only demand sub- ; i 

stitution of the authentic material with a luminescent substance that emits light 
of a similar color. A possibility to overcome this drawback is to apply lumines- 
cent materials with unique optical properties that cannot be simulated with com- 
mercial materials. Such materials may have proprietary compositions and require 
high technology for their production. Their inspection often involves machine 
reading. 

An approach is to apply fluorescent security inks that emit different colors in 
longwave ultraviolet and shortwave ultraviolet wavebands around 365 nm and > 
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Figure 4.1 Fluorescent printing inks in longwave ultraviolet. Australia $5 note: Fluorescent 
absorbing yellow stars and Sun emblem, and leaves in transparent green fluorescent ink (top). 
€10 note: absorbing brown image elements in yellow fluorescent ink (bottom). 



254 nm, respectively. Such inks are only available for established security printers 
and cannot be easily synthesized. Light sources are available that can be quickly 
switched between shortwave and longwave ultraviolet irradiation. Examples are 
given in Figure CD4.2 and Figure 4.2. The fluorescence of other printing inks may 
be only visible under shortwave ultraviolet illumination, such as the green fluores- 
cent ink in Figure 4.2, or the fluorescence may only be visible under longwave 
illumination. 

The distinction between longwave and shortwave fluorescence sometimes leads 
to peculiar results in counterfeit bank notes. An example is presented in Figure 4.3. 
The genuine note in the left column of Figure 4.3 does not show major differences 
between longwave and shortwave yellow fluorescence of the line offset print- 
ing. However, the green and red fluorescence of the note numbers and the fluores- 
cence of the fibers are significantly brighter under longwave illumination. For bank 
note security, longwave fluorescence is indeed most important because the ultravio- 
let sources generally in use by cashiers and shopkeepers are longwave-emitting 
sources. 

Surprisingly, particular professional counterfeits of German bank notes show 
opposite fluorescent characteristics, as shown in the right column of Figure 4.3. 
Here, the yellow fluorescence of the line offset is virtually absent under long- 
wave illumination. Also, the red fluorescence of the note number is rather 
faint. Under shortwave illumination, though, a bright yellow fluorescence of the 
offset printing is present; also, printed security fibers appear, and the note 
number fluorescence becomes a bright orange. Of course, the efforts taken by 
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Figure 4.2 Longwave- and shortwave-sensitive fluorescent inks in the 1 995 Dutch passport: white 
light (top); longwave ultraviolet (bottom left); and shortwave ultraviolet (bottom right). All passport 
pages have different illustrations of Dutch history, narrated in small lettering: cyan in white light and 
green in shortwave ultraviolet. The illustration shows the pages 1 6 and 1 7. 




Figure 4.3 Longwave and shortwave fluorescence: genuine German bank note, 1996 issue (left 
column), and counterfeit German bank note, 1991 issue (right column): white light (top row); 
longwave ultraviolet (middle row); and shortwave ultraviolet (bottom row). 
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this counterfeiter are largely useless, because the ultraviolet sources generally 
in use do not reveal the fluorescence of the printing inks he used. This exempli- 
fies the difficulties that even professional counterfeiters meet in trying to imi- 
tate the optical effects of genuine security documents. In general, a wide abyss 
yawns between the quality of genuine documents and even professional counter- 
feits. However, distinguishing the counterfeit with the naked eye or with simple 
equipment requires attention and knowledge of what optical effects must be pres- 
ent. These requirements generally surpass the efforts that the layperson is prepared 
to take. 

Full-color fluorescent images can be created by combining inks that are fluores- 
cent in the three additive primary colors red, green, and blueviolet, as shown in Fig- 
ure CD4.3. If these inks are transparent, the full-color image is only visible under 
ultraviolet irradiation and, printed on a transparent security foil, can serve as a secu- 
rity overlay on identification documents. 

Normally, fluorescence is emitted in wavebands of longer wavelengths than 
that of the exciting radiation. Examples were given in Figures 4.1 and 4.2, where 
ultraviolet excitation resulted in visible fluorescence. Excitation with ultraviolet or 
visible light may also cause fluorescence in the near infrared, the inspection of which 
requires machine reading. This type of fluorescence is called Stokes radiation, after 
Sir George Gabriel Stokes, a nineteenth-century British physicist. However, so- 
called anti-Stokes compounds, such as certain rare Earth compounds, emit fluores- 
cent radiation of shorter wavelength than that of the exciting source, and these com- 
pounds can be added to printable carriers or to the substrate itself. The exciting 
source may be a small handheld infrared-emitting diode laser (1 = 980 nm), and the 
anti-Stokes radiation may be in red, green, or blue visible wavebands, depending on 
the particular rare Earth applied. Intaglio and screen printing are preferred applica- 
tion methods because these allow the use of relatively large particles of luminescent 
pigments (5-70 jum), which is favorable for the luminescence efficiency [5]. Security 
inks based on antistokes radiation are suitable for first-line inspection with hand- 
held diode lasers, second-line inspection machine reading, and third-line inspection 
with advanced laboratory equipment to exactly identify the emitted antistokes lines. 
Security inks can be doped with antistokes pigments in different mutual concentra- 
tions, rendering the inks specific spectral responses and thus allowing customization 
of the inks [6]. 

Again, another approach is to combine fluorescent and phosphorescent materi- 
als in a security element. If the phosphorescent afterglow is short lived, vis- 
ual discrimination between the two phenomena is impossible. Furthermore, if 
both materials have similar emission spectra, the presence of two different lumines- 
cent substances remains concealed. Short-lived phosphorescence of security inks 
requires machine detection of the afterglow. A portable phosphorescence detec- 
tor, which discriminates between fluorescence and short-lived phosphores- 
cence, is described in [7]. It comprises an ultraviolet excitation source, which may 
be modulated from 25 Hz up to several kilohertz, and a liquid crystal shutter, 
which is switched between opaque and transparent states in conjunction with 
the modulation of the excitation source. If the switching is in phase (source 
on-shutter open, source off-shutter closed), fluorescent and phosphorescent 
features will both be visible. If, however, the switching is in counterphase (source 
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on-shutter opaque, source off-shutter open), only phosphorescent features will 
be visible. Switching the detector between both modes of operation will clearly 
enable visual or machine discrimination between fluorescence and phosphores- 
cence. Reference is made to Section 9.4.3 of [4] for further details on phosphorescent 
effects. 

4.2.2 Thermochromic Inks 

Thermochromic inks reversibly change color with temperature. In security applica- 
tions, these inks can be inspected in first line by warming to body temperature, at 
which they become transparent and the color temporarily disappears. The visible 
color returns once the ink cools to room temperature. The simplest application is to 
print a design element in thermochromic ink. The element will disappear once 
warmed by the finger. A more elaborate design uses the thermochromic ink to mask 
information with an opaque thermochromic ink, whose information will appear 
once the thermochromic ink is warmed, as shown in Figure 4.4. Another approach is 
to mask a message in thermochromic ink with a background of common ink in the 
same color, or vice versa [8]. An example is shown in Figure 4.5. 

Thermochromic inks are easily destroyed by excessive heat, and their lightfast- 
ness tends to be mediocre at best. This is why thermochromic inks are not used on 




Figure 4.4 Thermochromic ink on windowed thread: blue at room temperature masking small text 
(left), and transparent after warming up between thumb and index finger, revealing small text "sail" 
(right). (Original image size: 22 x 7 mm.) (Sample courtesy of: DeLaRue, United Kingdom.) 




Figure 4.5 A random background printed with thermochromic ink masks the word 'Valid" printed 
with common ink of identical color: at room temperature (left), and after warming up to hand 
temperature (right). (Original image size: 35 x 29 mm.) (Sample courtesy of: CFC Northern Bank 
Note, United States.) 



